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Abstract

Zare WHMCS Module at a glance for our users

Zare is a premier server hosting provider specializing in 100% bare-metal
solutions to ensure unparalleled performance for its customers. By leveraging
dedicated, physical servers, Zare eliminates the overhead and latency
associated with virtualized environments, offering the highest levels of speed,
reliability, and control. With a focus on delivering top-tier computing power,
Zare's baremetal hosting is ideal for businesses and enthusiasts alike
demanding robust, high-performance compute power for their critical
applications and workloads.

Features but not limited to:
Admin Features:

1. Deployment: You can allocate a server to your customer as requested.

2. Termination: You can submit a cancellation request via API.

3. Server Management: Administrators have the ability to start, stop, restart,
suspend, unsuspend, terminate, reinstall, enable rescue mode, manage
reverse PTR, and adjust firewall settings (state and sensitivity). They can
also view comprehensive information, including server details, iIKVM
access (if available), IP addresses, and a graph of monthly bandwidth
usage.

4. Pricing Adjustment: While Zare has predefined prices for Windows you
have the flexibility to adjust them according to your specific requirements.

Client Features:

1. Server Information: Clients can access basic server information, including
Hostname, Processor, Drives, Memory, Username, Password, OS, Status,
Uplink, Traffic, Location, and IP addresses.

2. Control Panel: can perform Power On, Power Off, Reboot, reinstall (OS &
Rescue Image) and Console (if supported by the server).

3. Network Management: View IP address details, including IP, Gateway,
Netmask, and options to view and set PTR records, as well as manage
firewall state and sensitivity.

4. Bandwidth Usage Graph: Clients can view usage of Traffic, Packets per
second, Port Utilization, Port Errors, Average Packets & Port Discards.



5. Firewall Log: Clients can view firewall logs if there is an DDOS attack.

Installation and Configuration

This tutorial will show you how to successfully install and configure Zare Server Module

for WHMCS. We will guide and help you step by step through the whole process.

Downloading and Uploading to WHMCS

1. Obtain (At this point, we assume you've acquired the module from portal).

2. Unpack the module on your local system and transfer the "ZareServer" folder to
your WHMCS directory named "/path-to-your-WHMCS/modules/servers/" on
your WHMCS installation.

Obtaining API credentials

1. Visitthe URL "https://manager.zare.com/" and log in with your credentials.

2. Gotothe "Account” section in the top menu and select the “API” tab, or go directly

to "https://manager.zare.com/api"”.

3. Click on “Generate Secret Key" to create a new key.

Copy the Secret Key from the provided box.

Creating your first WHMCS server/ adding API details.

Reference: https://docs.whmcs.com/Servers

Adding a Server:

1.

~N o o A

Log in to your WHMCS as an admin user and go to Configuration > System
Settings > Servers.

Select "Add New Server" and choose "Zare Servers" from the module
dropdown.

Enter the Hostname or IP Address as: api.zare.com (you can assign any
name).

For Username & Password field, keep it blank

Access Hash: Paste the previously copied Secret Key.

Proceed by clicking on "Test Connection” or "Continue Anyway".

If promoted for IP address and Hostname filed you can put 127.0.0.1 &
localhost


https://manager.zare.com/
https://manager.zare.com/api
https://docs.whmcs.com/Servers

Edit Server

Name
Hostname

IP Address

Assigned IP Addresses
(One per ling)

Monthly Cost
Datacenter/NOC
Maximum No. of Accounts
Server Status Address

Enable/Disable

Server Details

Module
Username

Password

Access Hash

Secure [ Check to use SSL Mode for Connections

Zare Server

zare server.local

127.0.0.1

200

To display this server on the server status page, enter the full path to the server status folder (required to be uploaded to each server you want to monitor) - eg. https:/www.example.comystatus/

[J Check to disable this server

Zare Servers

1S%yEGEHL

Creating a Server Group:

R4l 7es: conneciion

Y

Y EVEEE  Cancel Changes

1. Click Create New Group under the Options heading.

Enter a name for your group.

3. Select the servers you want to assign (previously created) to this group in the

box on the left.

4. Click Add to move them to the box on the right, which contains the servers for

this group.

5. Click Save Changes to complete the process.

Servers

Edit Group

Name  Zare Servers

® Add to the least full server

Fill Type

Selected Servers

O Fill active server until full then switch to next least used

ECNGENE  Cancel Changes

Configuration of Product/Services

1. Inorderto create a product, we need to first Navigate into Configuration > System

Settings > Product/Services



Clients ~  Orders ~  Billing~  Support ~  Reports ~

Configuration -

System Settings

'
" u -

General Settings 20

Apps & Integrations System Apps & Manage

Sign-In Integrations. Q Settings Integrations Admins

Automation Settings

MarketConnect ]

Notifications General Settings Apps & Integrations &

Storage Settings General settings and configuration Browse available modules and integra... System Setup System

Application Links Health Wizard Logs

OpenID Connect
Email Templates
Addon Modules
Client Groups

MarketConnect (ETE W ©

Re-sell Market Leading Services.

Automation Settings
Timing and automation setup

© &

Activate Credit Card Payments

Activate Your First Domain Registrar

O 8o &

Custom Client Fields
Fraud Protection Products/Services 3 ==+ Configurable Options t product
Setup and manage products ) =——  Manage extras and options for produc. _ SR
Staff Management 2 =0 d p 2 t support departm...
Setup Notificati in Slack
Administrator Roles Product Addons & Product Bundles S elling of SSL Ce
Two-Factor Authentication Setup and manage product add-ons Create and manage product bundles Activate selling of SSL Certifi
Manage API Credentials Activate selling of Weebly Site Buil...
Payments IE Promotions and Coupons E Domain Pricing Activate selling of SiteLock Webs
Currencies Setup and manage promotion cades Setup domain extensions and pricing

Activate selling of SiteLock VPN
Payment Gateways Activate selling of SiteLock VPN

2. Now let's create a product group, click on Create Product Group

Products/Services

This is where you configure all your products and services. Each product must be assigned to a group which can either be visible or hidden from the order
page (proddkts may also be hidden individually). A product which is in a hidden group can still be ordered using the Direct Order Link shown when editing the
package.

=+ Create a New Group @) Create a New Product Duplicate a Product

Add DigiCert SSL Cert... Add Weebly Website ... °  Add SpamExperts Em...
Sell 55L's from DigiCert, the Make it easier for customers Offer professional emall
world's premier high- to create a website with services including Anti-Spam,
assurance digital certificate Weebly's drag and drop site Virus Protection and Email
provider. builder. Archiving.

L

3. In next page provide a Product Group name and adjust all other things based on
your requirement then click on Save Changes

Products/Services
Create Group

URL http://localhost/whmes/index.php?rp=/store/ product-name [ + OK

Product Group Headline | ¢ e P P
Product Group Tagiine | ez, Wi sy Money Back Guarant tGo Wrong

Group Features  You must save the prodt

= = — e — o = e B
2 (@) Standard Cart (Default) (O Premium Comparison (O Pure Comparison (O Supreme Comparison
Z rder Form Template
= > . = =
niversal Slider loud Slider egacy Boxes (O Legacy Modern
) Uni | Slid () Cloud Slid Ls B OL Mod

Available Payment Gateways Mail In Payment

Hidden [[]Check this box if this is a hidden group

§ Save Changes Cancel Changes

4. Now Create a New Product




Products/Services

page (products may also be hidden indjividually). A product which is in a hidden group can still be ordered using the Direct Order Link shown when editing the

package.

+ Create aNew Group ~ @ Create a New Product

Add DigiCert SSL Cert...
Sell SSL's from DigiCert, the
S premier high-

provider.

ce digital certificate

3 Duplicate a Product

This is where you configure all your plducts and services. Each product must be assigned to a group which can either be visible or hidden from the order

Add Weebly Website ... ° Add SpamExperts Em...
Make it easier for customers Offer professional email
0 Create a website with services including Anti-Spam,

ly's drag and drop site Virus Protection and Email
builder. Archiving

5. In the next you need to configure below details

a. Product Type - Select as Server/VPS, we recommended to select type

as Other, because during order process your customer will not prompted

to provide Hostname, Password, NS1 & NS2 prefix. If Sever/VPS selected

then your customer will be prompted to provide these details.

® o 6 T

Module — Zare Servers
Create as Hidden - Off

Product Group — Select the product group that we created
Product Name - Provide your product name

f. Save Change - Once the above required filed is set click on Save changes

6. In next page

a. Verify — Product Type

b. Welcome Email — Select Dedicated/VPS Server Welcome Emaill

c. Module Settings — Select Module Settings Tab

7. In Modules Settings Tab select below required details (Module Name, Server

group) and then confirm your selections by clicking the Save Changes button.

8. It will create custom fields named (serverld|Server Id, rescue|Rescue Password)

as shown below, which will store your server Id and rescue password (if booted

iInto rescue mode)

Products/Services
Edit Product

Details || Pricing || Module Settings

Field Name
Field Type
Description
Validation

Select Options

Field Name
Field Type
Description
Validation

Select Options

CustomFields | Configurable Options

Crosssells | Other | Links

serverld |Server Id Display Order [
Text Box
The explanation to show users
Regular Expression Validation String
For Dropdowns Only - Comma Seperated List
Admin Only [] Required Field [] Show on Order Form [ Show on Invaice
rescue |Rescue Password Display Order o
Text Box
The explanation to show users
Regular Expression Validation String
For Dropdowns Only - Comma Seperated List
Admin Only [] Required Field [] Show on Order Form [ Show on Invoice



9. It will also create Configurable Options automatically when you create your first
product and going further you can adjust your configurable Options by following
our next steps.

Configurable Options (If No custom Plan is selected)
1. Goto System Settings -> Configurable Options and click on edit

Configurable options for Zare Servers. Auto generated by Zare Servers module

2. Editthe newly created Options example:

Configurable Options

Add New Configurable Option

0 [m}

location | Location

template| Template 0 a

Save Changes Back to Groups List

3. Configurable Option Location - template|Template
o For this adjust the prices for Windows OS

INR  Setup | ggo 0.00 0.00 0.00 0.00 0.00

Pricing | p.op 0.00 0.00 0.00 0.00 0.00

USD  Setup | gop 0.00 0.00 0.00 0.00 0.00

Pricing | p.00 0.00 0.00 0.00 0.00 0.00

10006 | Windows Server z = EUR Setup | gpg 0.00 0.00 0.00 0.00 0.00
(=] Pricing | 000 0.00 0.00 0.00 0.00 0.00

INR  Setup  gop 0.00 0.00 0.00 0.00 0.00

Pricing | p.on 0.00 0.00 0.00 0.00 0.00

USD Setup | gop 0.00 0.00 0.00 0.00 0.00

Pricing | 2z.00 0.00 0.00 0.00 0.00 0.00

10500 Alma Linux 8.x EUR Setup  gpp 0.00 0.00 0.00 0.00 0.00

4. Configurable Option — location|Location

an
B e

B e



Configurable Options

Option Name: | location | Location Option Type: | Dropdown
Options One Time/ Quarterly Semi- Annual Biennial Triennial
Monthly Annual

2|London, UK EUR Setup | goo 0.00 0.00 0.00 0.00 0.00
Pricing | p.00 0.00 0.00 0.00 0.00 0.00

INR  Setup  g0p 0.00 0.00 0.00 0.00 0.00

Pricing | g.00 0.00 0.00 0.00 0.00 0.00

USD Setup | pop 0.00 0.00 0.00 0.00 0.00

Pricing | .00 0.00 0.00 0.00 0.00 0.00

3| Amsterdam, NL EUR Sefup | g0 0.00 0.00 0.00 0.00 0.00

Adding your existing Server to your users to allow them to use the module
1. Once you have completed with your module setups edit your user’s product and
within custom file named Server Id, paste your Server ID that you can obtained

from Zare Manager as shown below

— e

@ Manage s Graphs & Provision £ Details @ rDNS U DDoS Protection « & Tools ~

example-server Power Off Power Cycle
| Your server will be Your server will be
Server ”:l 1474927986 hard shutdown power cycled.
) eh ~

Snapshots of the Module:

Client Area:

Control Panel:

Control Panel

0 Power On Reboot ‘ I ’ Power Off ¢g Reinstall
> Console
—



Server Basic Information:

& Server Information & Configurable Options & Resource Usage

Hostname localVM27
Primary IP 185.38.151.32

Server Basic Required Information

Here are the essential day-to-day details you should keep readily accessible for connecting to your Server
whenever the need arises.

Server Details

Hostname example-server
Processor Intel Xeon E3-1270vE
Drives 4x500GB 38D
Memory 64 GB

IP Address 5226.139.16
Username root
Password LLITTTTTY @
Operating System &% Cent0S6X (B4Bi)
Status

Uplink 1000 Mbps

Total Traffic 30TB
Location :: :; London, UK

Network Management:

— Network Management

You have the capability to handle your IP addresses, including configuring reverse PTR records.

Show 5 ~ entries Search:
IP Addresses
IP ADDRESS CATEWAY NETMASK REVERSE PTR
5.226.139 16 5.226.139.1 255 255 955 128 16.130.226 5 baremetal zare.com n

Previous - Next



Bandwidth Usage Graphs:

~~¢ Bandwidth Usage Graphs

l I View your server(s) monthly bandwidth usages

Traffic Packets Per Second Port Utilization Port Errors Average Packets Port Discards

ed 24 Jul Thu 25 Jul Fei 26 Jul Sat 27 Wl Sun 28 Jul Mea 29 Jul Tus 30 Ml Med 31 Jul

Bits/s Last Avg Hax 95tk
W In 562.07 56,82 599,15 561.81
W out 355,15 3534 3T6. 32 359,08
N Highest S61.81
Total 9.35M (In 5.70M oOut  3.65M)

Firewall Log:

Firewall Log

When you're experiencing a DDoS attack, you can review those logs on a weekly basis.

Show 5 ~ Entries Search:

Attack Details

P PORT TYPE SIZE PPS STARTED

Mo data available in table

Previous | MNext

Reverse PTR:



Edit reverse dns name for: 5.226.139.16

Reverse DNS Name:

16.139.226.5.baremetal.zare.com

Firewall State Change:

Edit firewall preferences for, 5.226.139.16

Preferences Type:

State

State

Redirect On Attack

Close

Firewall Sensitivity Change:



Edit firewall preferences for: 5.226.139.16

Preferences Type:

Sensitivity

Sensitivity

High Sensitivity

CIose

Server Install/ Rescue:

Rebuild Server

Operating System:

Select OS Image

Select OS Image

Cent0s 7 (latest)

CentOs 8 (latest)

Ubuntu 14.04

Ubuntu 16.04

Ubuntu 18.04

Ubuntu 20.04

Debian 9 (64 Bit)

Debian 10 (64 Bit)

Debian 11 (64 Bit)

Windows Server 2012 Standard
Windows Server 2016 Standard
Proxmox VE 5.0

Proxmox VE 6.0

Proxmox VE 7.0

Sysrcd 5.1.0 (Rescue OS)

IPMI Installation

VMware ESXi 6.5 U1

Windows Server 2019 Standard

Alma Linux 8.x

Rocky Linux 8.x

Windows Server 2022 Standard

Resource Usage:



& Server Information

Admin Area:

Server Information:

Server

Hostname

Dedicated IP

Username

Password

Status

Assigned IPs

Nameserver 1
Nameserver 2
Template
Location

Module Commands

Server Informations

Disk Space

OMB / UnlimitedMB

Last Updated: Monday. July 29th, 2024 (23:01)

Zare Server (1/200 Accounts) v

localvm27

localvm27

185.38.151.32

root

038XEW2TmF

Active v

CentO5 8 (latest)
London, UK

Suspend Unsuspend

Hostname
Server id
Template
IP Address
Password

Status

Console

Terminate Start Server

example-server
1474927986
i& CentOsS 6.X (64 Bit)
5.226.139.16
6dafuEBvVIj8L

active

>_ Open Console

Admin Area other detalils:

& Configurable Options

Stop Server

& Resource Usage

Reboot Server

Bandwidth

0.00

N/A

Free

11264MB / 31457280MB

Recalculate on Save
No

Bank Transfer v

None

Processor

Memory

Location

Total Traffic

Intel Xeon E3-1270v6
4 x 500GB SSD
64 GB
== London. UK
30TB

1000 Mbps



16.139.226.5.baremetal.zare.com

Interface

Rebuild Server

Reverse PTR

Firewall

Bandwidth

Addons

Server Id

Rescue Password

5.226.139.16

5.226.139.0/25 5.226.139.1 255.255.255.128 Normal Redirect On Attack

=

Enter RDNS Value

Select OS Image

Select IP Address v
Select IP Address v | Select State v | Select Sensitivity ~
Traffic Packets Per Second Port Utilization Port Errors Average Packets Port Discards
600
200
200
]
-200
Wed 24 Jul Thu 25 Jul Fri 26 Jul Sat 27 Jul Sun 28 Jul Mon 29 Jul Tue 30 Jul Wed 31 Jul Thu 01 Aug Fri 02 Aug
Bits/s Last Avg Max 95th
W In 562.07 56.82 599.25 561.81
W Oout 359.15 36.34 376.32 359.09
M Highest 561.81

Total 9.35M (In 5.70M Out 3.65M)

No Records Found

1474927986



